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Privacy, social license and ethical considerations
• More data availability and more sophisticated ways to use data are
accompanied by increased public expectations
• Privacy remains important but other considerations are increasingly
coming to the fore
• Government is using various approaches to understand social license
for data use and set expectations for users:
•
•
•
•
•

Data Futures Partnership (2016)
Data Protection and Use Policy (2018)
Algorithms stocktake (2018)
Data Ethics Advisory Group (2019)
Maori data governance and sovereignty (2019)

Maturing our approach to data sharing decision-making
From
• A siloed approach to managing and providing
access to data
• Not enough rigour in some areas affecting
data quality and data protection
• Result: risk of breaches from careless use
or release of data
• Too focussed on certain aspects of managing
and protecting data (e.g. privacy / data
quality) limiting our ability to derive public
value
• Result: good intentions, but the effect is
data that is locked up

To
• New structures and processes to standardise
data sharing decision-making
• Data stewards, business representatives and
privacy experts with diverse perspectives are
involved in decision making
• A data governance group has delegated
authority to make decisions
• Principles support good decision-making
• Processes support consistent decisions
• A template for information about data
requests and for privacy impact
assessments
• A checklist to ensure key factors are
considered
• Data governance guidelines to ensure
data approved for release is handled
appropriately by recipients

Ministry decision-making process for sensitive data release
Structures
•

Data Governance Group

Principles
•
•
•
•

Processes
•
•

•
•

Requests for new data sharing are considered by a working group
of data stewards, business representatives and privacy specialists
from across the organisation
A template is used to gather consistent information to support the
request
Requests must be made in writing and be sufficiently detailed and
supported by relevant documentation
A checklist is used to ensure requests are considered consistently

Sharing must support public good outcomes for individuals/populations
(social license)
The Ministry must be able to identify a legal mechanism that enables
release
Information is provided to established health sector entities and
researchers (with appropriate approvals)
If release is approved, data governance guidelines are provided and data
is transferred securely

Documents
•
•
•
•

•

Terms of Reference
Template for data sharing requests
Checklist for decision-making
Governance guidelines for organisations approved to receive NHI-level
data
Standard Confidentiality Deed (contract) for larger data sharing
arrangements

Data sharing framework to help codify decision-making process
• The next level of maturity is to try and standardise and codify the
factors affecting decisions to allow these to be understood and made
more consistently over time
• This will also allow the Ministry to share its decision-making process
with other organisations and to make decisions in new contexts
• The Data Sharing Framework will fold in legislative considerations,
ethical considerations, Maori expectations and other considerations to
allow more consistent decisions to be made

Infrastructure and resources targeting ethical data use
Infrastructure
• Health and Disability Ethics Committees
• Data Ethics Advisory Group (Stats NZ)

Resources
• Principles for data analytics and use (Stats NZ | Office of the Privacy Commissioner)
• Algorithms charter (Stats NZ – out for public consultation)
• National Ethics Advisory Committee – new ethical standards (forthcoming)
• Privacy, Human Rights and Ethics Framework (PHRaE, MSD)

Service users

Maori

Regional service providers

Principles

Guidelines

Understanding social license
Public deliberation on data linkage for research in Canada

• Seeking to join health and social data across the country for research
purposes
• Using an approach called Public Deliberation to understand what
social license they have for this approach
~30 participants brought together
selected for diversity within the group
receive varied presentations on aspects of the issue(s) to be considered
goal is to deliberate on issues to reach collective statements or policy
recommendations that accommodate their diverse views
• A way of getting detailed public input into the development of rules and
policies for data use(s)
•
•
•
•

Visit our
website to learn
more
www.digital.health.nz

